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Rosario Gennaro, Steven Goldfeder, and Arvind Narayanan, "Threshold-optimal DSA/ECDSA
signatures and an application to Bitcoin wallet security", https://eprint.iacr.org/2016/013, 2016.
Yehuda Lindell, Ariel Nof, and Samuel Ranellucci, "Fast Secure Multiparty ECDSA with Practical
Distributed Key Generation and Applications to Cryptocurrency Custody",
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Jack Doerner, Yashvanth Kondi, Eysa Lee, and abhi shelat, "Threshold ECDSA from ECDSA
Assumptions: The Multiparty Case", https://eprint.iacr.org/2019/523, 2019
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DEPOSIT HISTORY Export Adjustments (Learn More)  Export Complete Deposit History
| Status Asset Amount
-#- Complete - Cosmos Staking 0.00094635 ATOM

2019-09-14 18:01:22
Your Cosmos staking reward for Sep 14, 2019
What's this?
- Complete - Cosmos Staking 0.00096438 ATOM
2019-09-13 18:01:16
Your Cosmos staking reward for Sep 13, 2019
What's this?
-#- Complete - Cosmos Staking 0.00093771 ATOM
2019-09-12 18:02:45

Your Cosmaos staking reward for Sep 12, 2019.

What's this?
-#- Complete - Cosmos Staking 0.00086864 ATOM
2019-09-11 18:09:18

Your Cosmos staking reward for Sep 11, 2019.
What's this?

#- Complete - Cosmos Staking 0.00087212 ATOM

2019-09-10 18:00:40
Your Cosmos staking reward for Sep 10, 2019
What's this?

Load 10 more rows |%

13-4 SENDATOMM T 5 S f-FE 8%

2 https://medium.com/circle-trader/cosmos-staking-is-live-78879f1523b4
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3.2.3.1 BitGo Custody

BitGold7 A ) AEREY VR A MIYEREHME LTS M U R EZITTBItGo
Custody®# 12t L TLV5,

BitGo Custody

The only gualified custodian purpose-built

for digital assets

+ Cold storage & hot wallet access via
the web and API

« 31 million USD minimum account

value

* 100+ coins & tokens

* 24u7 global customer support

* Low startup and assets under

custody fees

+ Hold assets with qualified custodian

BitGo Trust Company*

X3-6 BitGo CustodydH—E X T35 ¥

BitGo Custodyl&. ERIEEREYT HAETHEEELZRET 5. YILFLITRFLRERAL
THEY. BEEEOBEGICIIERDERBIVLELL D,

EEEELEBIRT S158. BEDIET%EZI(T1=BitGo Custody™ b5 V5o >3 U EERL
TERAZTL. BEORBREREF-1&IZ. X 5IIBitGo CustodyNEMDELZITI &

30 hitps://www.bitgo.com/services/custody
31 https://www.bitgo.com/resources/pricing
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T F $:SK FORCEC
ThIUHILa v ERITRY, FSUFILaVATAYIFI -ty kT—Y (0%
Eshad,

Transferring Funds

©

Step 1

3-7 BitGo Custody®i% £ F|g*

RILFOTT7 RLRZFIRATELRVEESEEIZOVTIEK., H#HOERZVELT SOV H
SO LyY FEFIALTLSS, BitGol&2of3DTILF LT 7 FLARERZEDHEEE
RETDEODIV RSO PO+ Ly FOY—Ra—FZARHL TS,
FARIIBIitGoNBERBEZEH T IAEETBIRT LI LN TED, EHOT7 FLRAEFHA
L. EHOELBOEESFZEMAEOEDI L1 TES, -, BLBZIAT IEOH
RERETHELTES, HIELT,. 103—2y MEGDAEL WV -ELBOEEA
EODERO, BELEEDBELZFIRT 2KT4 FURX COFA., BEHE-YDBEESEED
BEEOHBLEDRENTRETHY . BEORRICHHLETYL LY FOZRELEAED
ENTEHELTLS,

Standard Wallet 11

INTERMEDIARY

COLD STORAGE WALLET
i
KX | """"" E
COLD STORAGE EXTERNAL WALLET

3-8 BEEDARIZHHOE THEREHRAIAXATESE®

32 https://www.bitgo.com/services/custody Customizable and Secure Wallet Configuration
33

https://bitgo.freshdesk.com/support/solutions/articles/27000042780-what-are-the-network-transaction-
fees-related-to-ethereum-

34 https://github.com/BitGo/eth-multisig-v2
3 https://www.bitgo.com/services/custody Transferring Funds
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3.2.3.2 Coinbase Custody

Coinbaseld. 77> F. X#faff. ICOZTo=F—LZEDE R RXRARICAITT®, BE
BEZRET SCoinbase Custody # 12t L TLV5, Coinbase CustodylZ7 A 1) h&RE
Za—F—VMTERARH/ELTSI VR ZIEL TV S,

Custody Pricing

IMPLEMENTATION FEE PRICING INCLUDES

$O = $1 0,000 DEPENDING ON USE-CASE M Segeeiated Cold sarage.

@& Regulated Custody

@ Industry-leading insurance

CUSTODY FEE @ Audited statements & financials

50 bps ANNUALIZED @ Dedicated coverage

@ Fast SLAs

@& Multi-user accounts

MINIMUM BALANCE
& ERC20 support

$1,000,000 @ Staking

X13-9 Coinbase CustodyD#} & ER*

Coinbase Custodyld. ERIEET HHETHREEEZRET 5.

EEEELZHBET HBE. ETABESTHREORABERZTLY, BEOERICE D
TCoinbase CustodyM kS o549 a3 VEERLTELZTL. rSoF0arExT
AYIFz—r3xy bIT—DIZEET 5,

CoinbaseDt ¥ 1) 7 1 DEFEH(XCoinDeskDEMPIZxt L, T—2 B TIIFEATE
BOWAEE (U x27) IZ5EIF 5ShamirdMEZESBEZAVTCELREENEIL. HEILT:
ZEARODEA L. HEMICHBRSETHRELTWS EHBALTLS,

Coinbase Custody’s unique features include:

¢ On-chain segregation of crypto assets

¢ Split, offline private keys that require a quorum of geographically

distributed agents to use cryptographic hardware to sign transactions
e Multiple layers of security

¢ Robust cold storage auditing and reporting

[3-10 Coinbase Custody® 4"’

36 https://blog.coinbase.com/coinbase-custody-is-officially-open-for-business-182c297d65d9
37

https://blog.coinbase.com/coinbase-custody-receives-trust-charter-from-the-new-york-department-of-fi
nancial-services-532¢92797215

38 https://custody.coinbase.com/pricing Custody Pricing

3 hitps://www.wired.com/story/coinbase-physical-vault-to-secure-a-virtual-currency/

40 hitps://www.coindesk.com/coinbase-5-billion-crypto-token-expansion

41 https://blog.coinbase.com/coinbase-custody-is-officially-open-for-business-182c297d65d9
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Coinbase CustodyldTezosZH Y #h> T 5, TezoslEDPoS# iR T HIEEEETH D,
Coinbase CustodyDEER (L. TezosHRALTWAIEE. TUST—FET52EMNTE S,
Coinbase Custodyld. T4 — FMZIAWSBEEEICDODVWTHLA IS4 U TRESND L
L TLV%*, Coinbase Custody® 7B 4% FEXE(E. [One of the reasons we are
starting with Tezos and then following on with other delegated PoS networks is specifically
because we can keep our clients’ funds that we will be staking in cold storage at all times. |
(BENR : Tezosh LRRL T, DT U F—FENFzPoSHxy FT—JICEREALTWSHE
HELTIE, BEOERZEICO—ILFR ML —VICRE LIERKETRT—F U I H AR
CENBEIFLND) RTINS,

TIVT—bME AF =TRSO IS aVERTTILENH SO, FEILTH
BRICHBMEN-ELBOSHAZENLTELREERL. STV aVIZELTD
BENH D,
EAREZETLTHEALTLES &, EFa2 T4 LRIDATHEBNLH LA, Tezos
DTIVT—rDIGFE. COREZRITHIENTELEMEALTFRAT LI ENTES,
TezosIZHIFTH TV —ME. BEROAV LSV b+ Ly hABBEEZTATANS
LTINS, COFERDAVEZI Y b4 Ly MIE, TUS—FEShEBEEELSIE
HI7FLRELT, HFANTEO7 FLRERHDELEDZHRETE 5,
TezosZRATAH7 FLRICHIE LI-ZBRBET V7 — FETI=HITHANT, Fiflz,
DEIL THEMICHBMLU-RKETEZRIMMRESATVST7 FLRAZAEL., 5IZHTRRIC
FAWS7RFLRELTEETDILET, XU ToLRILEREGNLERICTIS—
FRBT LI ENAEETH D,

originate account new for mgr transferring qty from src [ —fee <amount> ] [-D
--dry-run ] [ --verbose-signing ] [ --delegate <address> ] [ —delegatable ] [ -f --

force ] [ --minimal-fees <amount> ] [ --minimal-nanotez-per-byte <amount> ] [ --
minimal-nanotez-per-gas-unit <amount> ] [ —force-low-fee ] [ -fee-cap <amount> ]
[ —burn-cap <amount> ]

Open a new account.
@: name of the new contract
m: manager of the new contract
Can be a public key hash name, a file or a raw public key hash literal. If
the parameter is not the name of an existing public key hash, the client
will look for a file containing a public key hash, and if it does not
exist, the argument will be read as a raw public key hash.
Use 'alias:name’, 'filezpath' or 'text:literal’ to disable autodetect.
: amount taken from source in 8
Text format: “DDDDDDD.DDDDDD ™.
Tez and mutez and separated by a period sign. Trailing and pending zeroes
are allowed.
: name of the source contract
Can be an alias, a key, or a literal (autodetected in order).
Use "text:literal’, 'alias:name’, 'key:name' to force.

X3-11TezosDT U —rZET5a2 59 FEER
957K, 5IEHLEITASEI Mg IcEEDT
FLREHETE D,

42

https://blog.coinbase.com/coinbase-custody-launches-staking-support-for-tezos-makerdao-governanc
e-to-follow-68f7bc51bc53

43 https://www.coindesk.com/coinbase-leads-wall-street-to-brave-new-world-of-crypto-staking

4 hitps://tezos.qgitlab.io/master/api/cli-commands.html
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3.2.3.3 Anchorage

Anchorageld7 A Y A EREHY DA FIIMIYEREHE LTSIV REFWMELTH
Y, BERIEET I5HETHEEEEZRET S,
AUF =TS EHBBMIZSMTEDILSICHRIA SN TOIRIEETH S,

Safeguard your Take action in real time Get more out of your assets

investments Your assets are accessible and Unlike cold storage custody,
A modern solution shouldn’t require auditable at any time, so you can Anchorage is designed for active
armed guards, secret bunkers, or operate with ease. We offer tiered participation, so you can capture

Faraday tents. Our security model service levels with guaranteed SLAs, yield from staking and inflation, and
eliminates single points of failure, so letting you confidently take action on vote on governance questions

your assets will be safer with us than your schedule. concerning your investments.
anywhere else.

3-12 Anchorage M 45 ##*°

Anchoragel, FIEMEEF 1V TAIEXFL—FA I TEECHILEZEDOTHY., ©
FaATAICDODVWTERBEETICRERZHRTETSHE LTS,

Accessible
o ®
Hot Wallets Anchorage
Insecure Secure
B ]
Cold Storage
Inaccessible

H3-13 FIEMEEFa ) TAIFMILT
BY. MALTEDHETHHY

Anchorageld. N—FJ 72X )T4EPa—)L (LLF. HSM) TEREOHERZR
ELTWS, HSMIEA V2 —3y BRI —N—IEEShTEY., Y—1—N

45 https://anchorage.com/
46

https://medium.com/anchorage/smart-storage-how-anchorage-provides-crypto-investors-greater-secu
rity-and-usability-dcaa00d1173c

47

https://medium.com/anchorage/smart-storage-how-anchorage-provides-crypto-investors-greater-secu
rity-and-usability-dcaa00d1173c Accessibility and security are independent variables
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HSMIZHEREH T &, HSMATEL NN ThN b, BEIE. BEEEDOBIERORT—F>
. TIVG—bh, BEZEZVTLIALIZTSENTES,

BEX. COLIGAHETERRZEET HHE. HSMICELZDIERZH T Y —/\—(x
TEIHAN—KEBZIZLY ., HSMIZRELZERNEESA, BEEENRETDIVRIH
#ET 5,

% ZTAnchorageld. FIEHEOEWVWH—EXRZRELENL, XU T4 2ERET S
HIZ., HSMOREBTHAILGHIEZ L TV S, CDHIEIZK > T, AnchorageMHSMTE A
#1T5121E. FAE & AnchorageD TN ZTNDEBLBETHASIZ EMERIDHELTWL
%,

BAZEIL. userkeyEMFEIEN B8 %D, Anchorage®HSMIL. AnchoragelZ&ZE S h, H
D, userkeyZAWTEBEICREINI=- SO a VIZOREBEREITS,

1 2
Attacker Attacker
compromises commands HSM
Server to sign

Criteria not
met, HSM
cannot sign

The Internet Server HSM

X3-14 RERTHEAIZFIE1 % L TLYBAnchorageMHSMZ FH LM = & R T L%

ZD&SHEHSMDAHEAIZE 2T, Anchorageld, BEELBEENEFNFNEART S L
ThrSUH IS avRNEBMLEDEIEND, TILFUIT7 FLREFRALEREBORE
TOERADESLBHY—ERZEBR LTS, AnchorageDHY—/ A=Wy x5 Eht=11+
Tk, BEVPERLGVWBESEEZRET SERFThhil, BEN B THLHIEE. &
HDuserkeyZ B LTS LT, BEDHEBNTIERIBEITS> L TES,

48

https://medium.com/anchorage/smart-storage-how-anchorage-provides-crypto-investors-greater-secu
rity-and-usability-dcaa00d1173c Figure B: HSM with custom business logic
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33EBRBOEEAELLEBSEENEEICHAT HHAHTDRR

P TICRFEN TV IS EENORBEFLZITOXREDELALR, %ﬁ”ﬁ?éﬁﬁf?
SEEDEEZT2>TWS, LMLEGAL, HEETHLICHFHNRELGIBSEENE
EII5FBICE, BREEITIAZERAVLSEELBRESIND,
SENEEITIAETAVDIEENFT IFz—VUEEIZEICRELTVLSDICH L, BERIE
BYL2HEERAVSERICIE. AVFz—VEREIZEICRBEIIEFELRESIND,
RIEEFEIXDIDIF2EICENT, BEEERBEEL. FIREOESEEZ. [FIA
BONENHERERVESEERBEOARLTERITEMA-OICBELZIDE LTREFNST
EDHLHEH] (UT,. AERSTEDLIEH) ITHZETHH0ERVT. TFIREOREIC
RIFTHZEENHNDENVIDELTHABEMSTEDSAE] (UT. AERSTEDDHE)
TEELGTAEGZ RN ESTh TS,

Tz, AFMO2F1RIZENTIE, RERTTEDLIERICZETIESEELRERE
D TETRIABSEE] Z HCOBRSEELELTRAL. RERRTEDHD ECAITK
Y., BTRIIBESEELUNDODBCOBRSEELAALTERLATAERZ LG, CDBE
[LHENT., HEESEERBEEL., BTRIBSEEZIRABOREIRITEIEENLD
BOWLDELTHERSTEOAFETEERLLGTNEGGEL, | £EhTWLS,
RERRICENT, LREHCLEAZZEDDICH->TIL, RiEFRLHIEET 51
. RUFRAEDOREEDOR LD, FICRHINRELGLIEEBOEEREZERELLGN SR
HIORENHDHEEZONDY,

331 NEI T CED I EH EBITHRABSEEICDONT

FIAEDFENOERRUBEEEXBEDHBELETERS=HICHLELZLD] 21X,
FZIE, BEEEORBELZTOIEEICEVTIE, hN\—EEICEEDSIHBFEICED
{, H—ERANDEBEEEDBED-HICHELBEEEENEFTNIILDEEZILN
5, LH L., RIRTRHLEKBESEENEBETOEEZEELLBAICIE, RFIZHESES
BEDBENL, ¥—LOT7 TV 5= a3 v0FA, AT7—F25, TUS—+, BE, BE
L& > TCIIREEEEDRELELEVWA VY FI—VBEBIEELEH. FSUYTI L 3 U EHKT
TELHICELRBERAVIDLELNHIEBREZRET IDLELNHDIEEZAOND,

F7-. BitGo CustodyD & 512, EFICLIBERABOEBRALEZBENERTEZIEHNEH
5, BEEENEEAZTSEXEDHEEICIE. BEEEORYFEWIODWTEMMLMEEE
LTEY. BEORARD=HICHELRBESEENEEALZEHLH TEIBELERESIN
5, BEDPDELTEHEEIC. EENAEFSTEOIFEICHIE-OLHEVAETREEES
EEHITLHIELEETIDENHDEEZDND,

MAT, EXLE, FEFINEFS TEDIEHICZRLYT IBEEEELREREDETRL
EEEEZRATIVELHDILEINDD., XFEVBTRIBSEEZRAET SR MR
BYMICEENEIET I LICHEEEALND, BEENIRVEEFELI-LT, BEOER
Lk > THEFS TEDDIAEICH-DHVAETHEEEZBETHIHESIZONTIE, &
FTLLEBENBITRIIEEEEZFRATICEEZVRELLAENC L, SERTORMADH
5EEZD,

OARBRER., REAEXBREEICETINBEFSEFD—HBEZRET I RE[FS (F) MRS H
1=, (https://www.fsa.qgo.jp/news/r1/sonota/20200114/20200114.html)
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EEDT7 FLATHEEDEESEEZETET I2AEZAVDIEBRIZEVTIE, FEALEDRE
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X, FIAENSCTEREZZ T2 TORBEEEDN20%UTETEHA RS54 VW EFEET S,

LHL., BEREETSHEXICONTIE. BEDT7 FLATHESEEXEET S LEMNKRD
BNBO, EX1) T4 LRILPFECDERLGIEHDT FLRAZEENAEL. ¥FD
FIETICK D TENLDT RLRZFEWR TS, LWV 2 EMNTELLY,

Fl-. BEDT7 FLATHREEE2EET LI ENROONDI-O. EHROBENHESE
EZFLOTEBTLHLETES, RBELILDF UV F—UBWEIDIETRIZ. ThEThD
BEEDT7 FLRICHIET 2BEREZRAVTELEZTLELLEL TIEELEL,
EHOBENEFEL. WThALDEEN A VF T — VG DTN —EULDIEETH
59T 258121, EEEDELAREF IS4 VTREL. EBEENLETRIHE-VICEE
CEIZFETERADOFHRELZITOERIE. WEMTIEEL,

— AT, VRATLIZK>TEHHTHEENODIERIZIELDHEE. VATLADNYFUY
L& > TEEDOREEENRET SN LH D, NEFSTEDIAZELELTROLNE
WHETHEEEZEETSICIE. NEFSCTEOLIEHZHE-IRENAHY. hD. EH
Lz LTH, BITRIIBESEEZAETHIVLELNH D, EEEOELRBZHNERS
TEDDIAEELELTROONBWAETERLI-IGA. BITRIBSEEE. BELLEL
HEEEEELRABRENADELLRY ., ZBLBHEEMTIEAELY,
NERSTEDDIAEICIE, FIREOREICRTIEFTALADENEDEEZ LN, H
D, FEBEDT FLRIZHET HEBRBERAVTHEINICA > F—UEEIZ2ITVVRTNESL
BOBEAEINEENIDLELNHDEEZD,

THE. AERZEOEAREH) RV DEFEZHATLNSEEXEEZDH & LT, Anchorage
MN&H 5B, Anchorageld. BEEDEBIRENGZTNIEXBL N THEODA G WMEEAZRAWNSZ &
T, 754 THEENEVWSATLATH—ERZREFELENS, RHEDIY RV EERL
TWa,

YEARBEEXRBERE FRAEMEOCEEICET SR

https://jvcea.or.jp/cms/wp-content/themes/jvceal/images/pdf/jvcea-quideline-6.pdf
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LEN-T, BEABZMYBSIHLALBEICONT, RBURSY., BigU A, vx—0O
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EOMERETHERTIIGNWEEZEZOND, —A. REURIPOEEEY XRVIZDLTIE,
HMAD-OIZEEEENEEEITOICEIZE>TAHLDZIDEEZ LN D,
ZITARETIH, REZXICEBTEIRHEIVRY EHIRE) RIDEBD=H, HHNIIND
DYRIDBHEELEZIGEORLDI=H. EFHITKROHONIHIEDOBEMEIZDONT, ELHE
FRYZSHLALEHEL SKRETT S,

41 RIEENRODTHE) RY EWIR R I20T D *IE

411 RHE R A~D I

MEEICKDE, ZEFREBEEORB) RIAORE] I2D20WT, MREBEEXRHRES
21X, EFaUToAROBEN G, ARELGREY . SRREEEOBREGICHELGHER%

O—ILKEDFLy b (FT7542) TEEBTLHI LN ROONS] A, THROFREIZEY
5—EENZFRARBEBEEICOVTIE, BEEINLDOBERERICRRICHIGT 51=H. —HRIC

O—)EIFr Ly br&YbtEXFa)To)RIBEVWEENDERY EDHr LY b (254
V) TMERZEELTVWSEE] AHY. [FET7IVERZZ2TH-EVOREBEERRE
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Ll Lfzo SHOLEEXF2TAVRIADHIGE LT, REAERBEEIZEIVT,
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., MEEBEXRMEEICHL, XRARBBEZRESELIGEEOREAHDEKRE - K

PLARYEDF LY FCTHEREZEET HSZAREEEICHLT 25U LOMEEER VST
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FTEIMEIMIENELGE DTG 28, TEEMSIEGIZTSICELT, REAEXREREE
BEOHMHBEDBEMZRRTETILIICTE8AaL0. REEEXHBREFICHL. EEXNER
PEBHEZEZEILHETIMBFEEDORTERDDZENELY ] LEZ 5N, &5IC
MREEERBREZEOHERFICENTEH., FRARBEEOBEEADEENHBIZITHONS &L
SI2F5EaANLIF, BEOREEEXBREEIINT IZAREEENDREZRIELZELEFR
FORMFLETBHEZEZILOND] ELTWS,

WIEEE., FEOIFDMFE2EICHE T, BEEEXBRERL. MRAEORSEEZECD
EEEELNAUTEBELATAERSANELTWS, £, AED11O2FE1EIZE
T. BTRIIBEEEZ TN U OB CORSEELAFLTEEBLAETAIEESELEL
TW, Ff-. E3FNDMEIEL LUVECIENIMD2E2EIZHINT., SBEEDKRIC
DLWT., THERSTENHDEZAICKY., BHIC, 2REHT (ABLHTE (BI=+
=FEEAEFEH=8) E+AFOFERBEICRAET 2NELRRHLTEET, EA+T=F0+
MEZTFIZEWTEL, ) XIFEEZADEEZZITHINIEESEL, | ELTWLWS, &
512, FEE3FEDI1ID2FIIEIZH T, BEEERMEFTLOM CTHRBESEERBRES
NIEEEENEBEZITOLEZARLT HEZNEZMBEL-EIEL, AHBEEERBRERICH
LTHT AEEEEDKEZEMNETAEEICEHL., IRIEEEE (NEEETERRESE
NERTZED+—E_HOREICEIVECOBEEELLH L TEET 2 ZTDHEEER
BEOFREDHEESEERVBITRIIBEEEZ LD, ) ITDLT, thOBEEFICKILILF
B2 THENEET S ELTWS,

YHEERE. RAFRBERICOVT., HEREOBERINL. REEEXMEZICHL, BEER
BEELTIEABBHERILIEAONS] A [HERAT, £ - 2EOXAREEENEREE
BRFHIEFIR#ELEZAOND] ELTHEY. T2TORRRBEEREDEENTHONFENERIKIC
EANE) . MEEEEXMEZICHL, BEENBROCERHEEZELOH LT IMBEEORTE
ROBIENBEHREEZONSD] ELTLVS,
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BITRIESEE
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4211 U—EREHENFBAEDOZRRODERZF1T S EHI

421111F (2&Y) a1y

BaA YIRS EEDZERBEMNNRBISN-EARTH D, 1FaM VE. HRAFHESHRE
BEXMEEZELLT, HREN-ZBRRICHET ST FLRIZEY baq UAKRELTHE
HYHRETHRFEL TV, FH30F4823BZ L > THRTERT LTS,

X4-2 804 >

B34 VIZIFQRI— FAHRIENTE Y. BEEBOT—2MEHINTWLS, FAER
QRa—FZHEAMY ., BEREEEOVA LY NS vR—kL, BAICHATE S,

4-3 EREMNERHESNQRI—F

HEXTHIKARHERT(E, BLBEZERLTEIM V2HET D E. ERARERET
HELTVS, IEaA VICHRSh-ER2REAVTHESEEERET O-DICERETS
DIF. BAMVDFREDHTH S,
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BER S BEFHEOEIOROY AL —NERBELORY, AAVEOHERFRETDI_LFFARTT, ¥thI TRAFRET TICRITLTOE
TOT, RERIERGEHOZETLCHIELEA, 5T, EBRESNTOLEFSTEELAOTEVEBLZY), BECHETEREBMAOVLET,

HERIRR: FAAFEIC A— V7N ESORER —)V(QRIA-R) ERAT T AL —ILERS.
fERTIIE2: MEOREZTD,
FERTIZ3: MENRRESNTOINERITT S,

4-4 XSRS IEaC o E2ERKR. BRET—2EHET S

4212 U—ERIEHENFBEEDZRLROREZF1T O EH

4.2.1.2.1 Coinbase Wallet, Google Drive. iCloud

Coinbase WalletldCoinbasett gt 2R — r 74 VEITOOA Ly b7 T r—
a3 THbB,

coinbase | Wallet

The secure app to
store crypto yourself

$110.00

« Allyour digital assets in one place

« Use Decentralized Apps

« Payfriends, not addresses

[clagigel] 2 Download on the
i\ GooglePlay [l 8 App Store

&4-5 Coinbase Wallet®?

Coinbase Wallletld, FIAENDAY— 7+ Vv L CELBEZERL., FIREDORY— LT+
VEIZERLBERET B, T, FIRABEORAY— I+ ETrS UYL a3 VICERT
%,

L. MABX TSV 7y 7] #HEEEBIRT S EMNAETHD, V5V F
Ny Ty TIE. Android®Di5E&1EGoogleD R b L—H—E X T#H % Google Drive~,
iOS(iPhoneviPad)Di5& XAppleD R k L—UH—E X THHiCloud~, BERZEE/\v Y
ToTTEHIENTEDS®, LM -T, FRABENI SV RNV I Ty THEEEFIRA LS5
& . Google®>ApplelECoinbase WalletF| FENDEL B ERET 5 &ITH S,

52 https://wallet.coinbase.com/
53

https://blog.coinbase.com/backup-your-private-keys-on-google-drive-and-icloud-with-coinbase-wallet-
3c3f3fdc86dc
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% #. Coinbase Walletld. Google DriveiCloud|ZELZBE/\v I 7 v T3 5. FIRE
MNEET H/INRT—FIZE>TERBOBFILEITS . Google Drive #1129 % Google+>
iCloudZ 12t 3 BApplelEN\N v I 7y TSN BELBE*FEXTHAMD I LIETET., TD
FECTHEBELREZRICAT S LELTELL,

M:34 v all ¥ (wm) 11:36 ¢ all 7 @m)
X Create password P Create password
To encrypt the backup To encrypt the backup
900000000000 0000000000 @

At least 8 characters, with at least 1 number

000000000000000000000° @

Passwords match

v | understand that Coinbase cannot recover
this password for me.
Create password

® Passwords

We require you to set a password for your D W W W W G G - G "
Cloud backup. This is to ensure that only you .
can restore your wallet. als|d]f g h j k |

Do not lose this password, Coinbase will not
be able to reset it for you. B Z  xlclvibin|m)

7123 space m
l understand

B4-6 FIAEMNEET 5/SRT—FIZE>TEEREBBILLTNYI TV ITTS

FRAEF. R— A2V ZBEVEZGEELGEIZ. #F L WMaXRIZCoinbase Walletx 1 ~
A b=JLF % &, Google DrivetviCloud &k YREEIL LIzKEETNY I 7y TEINTWEER
BEADO—FTED, AABENRAIYI—F I+ ETIRRT—FZEANTHI LT, ES
BOAES SN, FIATREE G D,
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- & Password

0000000000000000000000 @

Coinbase does not store any of your data, so we
cannot recover your password for you.

Restore Wallet
Continue
Restore your wallet with the 12 word

recovery phrase that you have written
down. .
g w e T t y u 1 0 p

S S TR U TR D TS T BB .

Restore with iCloud ajsjdjfjofnlijk)l

B z | xlclviblinim K

b S N A U N— S — —. 4

Restore with recovery phrase
2123 space

B4-7 FIREMNRELIZNNRT—RFEAAL TNV I TV TE2ESTH
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4.2.1.3.1 Cool X Wallet

Cool X Wallet [F#k X &+t SBI BITSARM T 5/ \— ko 7o+ Ly kTHY. SBIVC k
L— PSRRI IR EERMATOFAENR LA LTARATE S,

f—
@

xa

581 V0
CREEN

AX=F7#42TUDOTH EMBICANTREHITS

Cool X WalletizPCFRETES AT
FET., AVKRTZABNIL, Bluetooth
THEAL, FEEEOXZEE{TS5L

HTEET,
() | Cool XWallet
THE UEMMATE YPTO SAFE
HEREHSICER Reotexalsras
Cool X Wallet SBI : ; RESEEOA MBI ELHERERS  H—FOEFa T LAk, CCEAL
Virtual Currencies bl A=FOREATSAY (128 S8, Blitdal 7 BRERLL
—Gy hHSYDMINLEE) TEE TuET
L&

[X4-8 Cool X Walletd 43445

FIAE (L @EE. Cool X Wallet& . Cool X WalletIZBluetooth Tk AEADA T — 7+
VTP TNr—a vERWTEEEEDBIEREITS,

Cool X Wallet H— E Z#95x%°(2 & 5 & . Cool X WalletiF#kK £+t SBI BITSH 5 FIRHEIZxt
LTEEESN S, X4t SBIBITSIZELZHED L — K2 EBELTH Y. FIREENDEEIC
& YCool X Wallet#FIF TE A LVREEICHE - =158, #%X£4t SBIBITSIEY—FZAWNT

EXRZHBERL., FIRELNEREELTVST FLRICESEEE®ET 5,

54 https://www.sbicxw.com
55 https://www.sbivc.co.jp/wallet/pdf/wallet-agreement.pdf

PERREART DELLGDT—H,
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4.2.1.3.2 Blockchain Wallet

Blockchain Walletl&Blockchain Luxembourg S. A. AN —#& [ (FZ12Ht L TLVBWeb™> #+ L v
FTH B,

BLOCKCHAIN A C e Q eFaUFrEvH—

A Fyyafi—k 4 *E & YIIRb $0.00~
-

. IT=ys

- - Bitcoin (BTC) v

& 2oy F o
Total%® $0.00 REOfH
B rroer O $10,047.99
O usorax ?0'00 1,318.56 (-11.49%) &
O usDPaX
Bitcoin $_O'OO
Bitcoin '
o Ether $0.00
o Ether
) Bitcoin Cash Bitcoin Cash $0'O_O
@ stllar @ i $oioo : B

[X4-9 Blockchain Walletd &' v & 2 h— K

FIAE(XEE. Blockchain WalletWebH 4 RZF7o XL TA%4 4 > L. Blockchain
WallethMREL TWSELARZAVTHSEEDBIEETIT I,

A Send Bitcoin X
From: My Bitcoin Wallet
To:

Amount: S

0.00498663 BTC

oo $0.10

: 0.00001337 BTC

2 $41.01

Ttk 0.005 BTC
Send Bitcoin

Go Back

X4-10 S & EDBIRIRF
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Blockchain WalletTl, FIRENBEDFRTICELEEZ /N NV I TV ITTESBY, Ny
Ty TEICITNBEENSERINDZ Y AN —TL—XRRTESh, ThEESED5,
FIRABEMN/NY S 7w T%E1TS5 &. Blockchain WalletE FIBEN FNEFNELEEZE T DIKEE
LB,

Backup Phrase
Your backup phrase contains all of the private keys within your wallet. Please write these 12 words down, in order, and

keep them somewhere safe offline. This phrase gives you (or anyone who has it) a way to restore your wallet and access
your funds. In the event that you lose your password or our service is unavailable, this will be your safety net.

Cancel Next 4 Words

Do not store your backup phrase on your computer or anywhere online. It is very important to keep your backup phrase offline in a private plas
access your funds.

Security Tip

K4-11 4BEES D3E I T, SH12BEDO Y AN — D L—ARRTENDZ NV I T v TRk

1) hN1)—27 L—XIEBIP39IZHiE > TH Y. Blockchain WallethFIATEHR L > TH.,
DO+ Ly MY AN)—=DL—XEANTEHIELTELBZETL. FIATHIENT
5, R, DI+ Ly kBN y o7y TLIEBIPIOD!) h/\)y—T L—X%
Blockchain WalletiZAA L, ERABZET L TCHHIT S EHTES,

F7=. Blockchain Wallet®OWebH A LCAT A U F B5=HD/INRT— RFEEN-HEX.
NG Ty TLIEzAN)—TL—XEANTNIE, DALy bEETLTERARZFAT
5ENTES,

57 https://support.blockchain.com/hc/en-us/articles/209564506-Make-a-Wallet-Backup

58

https://support.blockchain.com/hc/en-us/articles/115001298143-Your-Recovery-Phrase-The-Failsafe

39


https://support.blockchain.com/hc/en-us/articles/209564506-Make-a-Wallet-Backup
https://support.blockchain.com/hc/en-us/articles/115001298143-Your-Recovery-Phrase-The-Failsafe

GOVERNANCE

G CRYPTOASSETS
F TASK FORCE

C
I

BLOCKCHAIN
Don't have a wallet? Create One Now
Version 4.22.0

Recover Funds

Y¥ou should always pair or |D§;_:II“ if you have access to your wallet ID and password. H-E-CDVEI'II‘-;; Your

funds will create a new wallet |D.

Your Backup Phrase
Enter your 12 word phrase, lowercase, with spaces between each word, to recover your funds & transactions

English v Data About Blog Support

X4-12 BIP39IZH o= AN —D L—XZAHDLTHRHATES ) /N1 —HHES

Blockchain Wallet TEE SN T SIS EEX. FIFAZEDIETRIC L1=H > TBlockchain
Luxembourg SANBEEITIHEE L. MABEBNNNY I Ty TS AN =Lzt +
Ly MZE > TRENMTHONSARESELNH D,

Blockchain Luxembourg S.A.I&FIARFIIZH LT 15.1.1 The Wallet is provided to you
exclusively by Blockchain Luxembourg S.A. At no point will Blockchain ever take custody of
Virtual Currency stored in a Walllet.] & L TW\5,

% https://login.blockchain.com/#/recover
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4.2.1.4.1 Casa Keymaster

Casa Keymasterl&, 2 of 343 of 5SMTILF LI T7 RLADERICHELREZLED S HND1
DEREL. BEBICHAZOERICIRLTEREZTH>V—ERZRELTVLS, ©

MABEFTILFOIT7 FLADBRICRELGHOEZELRZEHTEELTHEY., AE, F
SEEEBET HRIC. CasabMRET HERBEERT HIRLEILLRL,

LAL. FIRELNEEL TCLWSELENMILSHDERICKYFERTELGSRY, TILFD
J7 RLADERETO>EBRENFRELBEIX. FIAZICasalcEREKETE S,

DIY RECOVERY
without Casa

with Casa

3 of 5 Multisig Setup
Casa

K4-133 of 5MRILF T T FLRIZAWBRELBDSH, 40FFRAEBILREL. 10%
Casan\EHEd 35°

CasatMREL TWAERBOBIEITILF LI T FLADERICRELGRITE=IE W=,
CasaDRELITTHSEEEZBEI D LEATELL,

T, ARBSNILF I 7 FLADERICRELGHLULDELBEF >TUL S0,
CasalMRE L TLWAMERMSELDONTY, FABIRSEEEZRET S ENTES,

80 hitps://keys.casa/keymaster-features/
81 https://blog.keys.casa/manage-your-keys-with-casa/
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* You have full control by holding 4-of-5 total keys.

* The risk of theft is reduced by spreading keys across locations (and
never having more than two keys in one location) because more time
and travel means a higher chance of thieves being caught.

* Casa can help you in emergencies because we hold 1-of-5 keys.

* (Casa can never access your funds because we hold only one key. And
any thieves attacking Casa can also never access your funds.

[4-14 Casa Keymaster[ZILF 597 FLADBR IR ELRMERD1 DT
ERET B®

4.2.1.4.2 Curv

CunviFEAMFICIRE SN TWIMERIHEMEHEZFALEZYDA LY FTH S,

CuvEFIRBIIENENEZELBOOMAZERL. RET D, BAIL. CurvEFIRAENZ
NEZNDORBRFEMEIZRLLELA L., AL TELZELT 5-OOMEFEEITS>, T
ZOEE., CunviZ b oH I L a UhBRICE>TERSINERY O—IZ-> TSI EE
REET %o

by G2

Customer Curv

side CID Cloud
G No Private Key D

Customer Curv
Share Share
/D -
| & er:
11—
o
Poli
Employee Engﬁlya
App/server T‘;(D 3
K MPC

%j 4 Signed

Transaction
Blockchain

(4-15 CurvdE % 70—

CurviME S PR DHIIER DO DR EICDERGRITH-GZ =8, CurvDFERET
(FTCTHRSEEZBEI A LETELRL,

62 https://blog.keys.casa/manage-your-keys-with-casa/
8 Curv@Whitepaperd Y (https://www.curv.co/ A 5 E{F)
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4.2.1.4.3 BitGo Pay As You Go

BitGoldEARMITD I+ Ly FH—EX LR L TLVS, BitGo Pay As You Gold. 2 of 3
DINLFITT7 ELRAZEER L., BEEEBIGONENFN2DT DNERBERET S,

BEITEE. BitGoDWebH A M7V X L. BitGolTRESN-BELREAVTHESE
EDBEEIT5, BENRET H200FLBENNV I 7y TENTRESIN D, BitGoD
Y—EXMASHADREATHATELGLL LG5 E. BEENVYITYTELTRESINT
WB2DNERREF > THESEELZBIET S ENTELY,

. + . .
O BitGo. ©bitcoin  KeyCard
niwatako's bitcoin
Print this document, or keep it securely offiine. See second page for FAQ.

B A: User Key
1 This is your private key, encrypted with your passcode.

B: Backup Key
This is your backup private key, encrypted with your passcode.

Data:

C: BitGo Public Key

This is the public part of the key that BitGo will use to co-sign transactions
with you on your wallet.

Data

D: Encrypted wallet Password
This is the wallet password, encrypted client-side with a key held by
BitGo.

K4-16 /Ny o 7 v TRIZEREINDE
ZBEDIERMNIELERSNI-PDF 771 JL

BtGOMRET H52D0NELBD 5> H1DIE. BEENERLIZLDTHY . BEDAHANHD
INAT—FRIZ&E>THESEEIh TS,

BAENESEEDBIEFITOBE. BEIEBitGoOWebY A MZF7HV AL, OY (4T
%,

BEEIEE LIS OFIL30EWeb TSI ETHERT S, WebH A RTRSUHH T3
UADELZEITOE., JavaScriptiZk 2 T/RAT— FIZK > THESIEINE-ZERENFTH Y
A—FK&hd,

BAENISOFICHAY - RSN BL4REEST I RT—FE2ANTE L. B4R
MISOFLETEESIN, FSUHI T3 VITIDEDEENTTHONS,

ERREBEETHLODNRT— RO, BEEIN-BLEIBIHGoITEEFEIND Z LITAE
W 1DEDOEEN TN RS Y S P 3 Vid, BitGolEEEN b, BitGoldhEIZIE L
THREEZ1TLY. BELLZITNIE, BtGoAREL TS EHS5—DNDELHET. 22BNEL %

BN TYTLEBEBIS) AN —FBEODFBEY I I T7EA—T oY —RATRHEEIAT
V5 (https://qgithub.com/BitGo/wallet-recovery-wizard)
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290)§%73§?ﬁﬁof: FSoHO aviE, TJAYIFI—oRy FI—VITREES
SEEMNBIEIND, ®

Authenticate

383091

Authenticate [ GCancel ) Forgot Password? | Need Help?

M4-17 INXAT— FANEE, AALFEARRT—F (LK)
[IBitGolZEfEE T, BELSn-ZERRDESIC 0)5’+$|JFFJ
SN, TEROEMEEILEDI— FOHHBitGolZEFEE NS,

BitGoMRET 52 D0DERZHED 5 5. BitCoMERATZ HIRELLEH>TLWLERBRDOKIT1
D2THY. BIZTLFLITT7 FLADERICBERLGE (22) T8, BitGoDHE
I THSEEEZRBRET D LEITERL,

85 hitps://www.bitgo.com/info/p2sh_safe address
BOQBERFIMDI—FIFEESIN, EROA—YF—IZkB o0 a  ERIBETH I I DR
SEICALWSNh B,
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4.2.1.5.1 BITBOX. BitGo Business Wallet

BITBOXIZLINE Tech Plustk XS AENCE W TEE T IEEEERBRFATH D,

LINE DEVELOPER DAY 2018(=T%, LINEMXE#H L —7EF a1V T4 IV TOEREK
EEELT IBITBOXIE, $RTOIALY FETILFIUIT7RLRIZLTWS, Fi-, B
SEEDBEICAWDELEX., BITBOXEE=ZENREAEL TS, | EHBALTLS,

BEEOBESEENBEINS 203 DVILFUIT7 FLRICHIGT 2ERBNDS5H, 2D
#BITBOXMWEBELTHY.,. BYDIDEXE=ZFENEEL TS, BITBOXNEE L TLVS2
DNELBDS LIDIIEEEIRD-OIZBITBOXIC L >THEELINTRESIATEY.
BEDELICIELSI1DODEGBIEITHAVONDS, BEEEDBEGICVWELES531DO0DE
£, F=FHNEET HIEBLRICK > TITHON D,

WALLET SECURITY

2-of-3 MultiSig Wallet
(requiring at least two keys to authorize a transaction)

upKey BITBOX Key @igner Key
crypted
@mmy‘
le encrypted

Adminy

Third-party
Cosigner

¥ passphra owner, and again
encrypted with & whit generated with edure, no body knows.

X4-18 BITBOXIZE=BNELZ W ELTAVTILF VI T RLRZAWNTILNS®

EEEXETIET HHAIC. BitGoNFE=ZFL L THREZEET 59— EXTHBBIitGo
Business Wallet* %12t L TL\%, BITBOXNZ D& 3 LHETHESEEEZEET H1=-0IC
FIFA L TULV 35— E XA BitGo Business Walleté Bl—TH AN IIBA LM TIXE LN, XFET
[EBitGo Business Walletz COMETHEEEEZTET HIHEEDEHE LTHWY LIF S,

BitGo Business Walletld, YILF LU0 7 FLRADELZIZLELRELED S5 D12 %BitGo
NRETHHY—ERTH S,

57 https://logmi.jp/tech/articles/320400

88 https://logmi.jp/tech/articles/320400#s9

89 https://linefinancialcorp.com/ja/pr/news/2018/1

0 hitps://www.bitgo.com/services/cryptocurrency-wallet
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BitGo Business Wallet

The only institutional-grade, multi-

signature, multi-coin transactional wallet

* Hot wallet access via the web and API

* 31 million USD minimum monthly

transaction volume
* 100+ coins & tokens
» 2dx7 global customer support

* Variable fees based on transaction

volume

[X]4-19 BitGo Business
WalletdH—E X F5 ™"

BitGo Business Walletld, 20of 3 DIILF LT T7 FLADELRIZLERELBDS B, 2D
ZHABENREL. BYD1DZBitGoNRET 5, FIAFIIREFTL2O0DBLHEDS 5.
1DBEEEDBED-ODELICAHL., £ 512ZBEFONYITYTELTRET
Y

Protect Your Wallet Against Any Single Point Of Failure With Multi-Signature,
3-Key Management

Customer Key BitGo Key Backup (Emergency) Key
Generated and stored by customer Generated and stored by BitGo Used Generated offline Stored offline by
Used to initiate all interactions to co-sign all transactions only after customer

policy controls have been met For disaster recovery

X|4-20 BitGo Business Wallet/$EEZ & BitGoh R TEL T 5,

EEEEDBEETORIEX. FSUF Y avIzR LT, ARAEMOEDBLE1TI, 2
DEHDEAIE. BitGoh', FAFIZK > THANIHE SR O—IZEDNWT RS UHY
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